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1. Introduction

1.1. Document Purpose

The aim of this document is to present the guidelines for installation of
Hermes - our implementation of Message Service Handler (MSH). It provides
step-by-step instructions to guide the users to download, to build and to
deploy our MSH.

1.2. Project Background

Hermes is developed under the Project Phoenix, by the Center for E-
Commerce Infrastructure Development, the University of Hong Kong.

Project Phoenix is officially titled “Establishment of ebXML Software
Infrastructure in Hong Kong”. As its name says, the project aims to establish
an e-commerce infrastructure in Hong Kong using the ebXML standard.

The project is primarily funded by the Hong Kong Government’s Innovation
and Technology Fund, and is also supported by some sponsorship from
several industrial partners.

The project commenced in 1% January 2002 and shall be completed by the
end of year 2003. The project duration is two years.

Hermes is released as an open-source project under Academic Freeware
License. The source code repository is being hosted at SourceForge.
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2. Pre-requisites

2.1. Java SDK

Our MSH is developed using Java. It needs Java 2 SDK, Standard Edition.
We developed the MSH using J2SDK version 1.4.x and 1.3.1. You can
download J2SDK from http://java.sun.com.

The only difference for our MSH to use the version 1.3.1 and version 1.4 is
that we will conduct certificate path verification of digital signature only when
J2SDK version 1.4.0 or above is used. We have made use of an API from
J2SDK version 1.4.x for doing the certificate path verification. If J2SDK
version 1.3.1 is used to run our MSH, the verification step is automatically
skipped. Therefore, we recommend version 1.4 to be used.

Although not mandatory, you are recommended to define an environment
variable $JAVA HOVE to point to the installation directory of the J2SDK
installed. This ensures smooth installation and running of most Java based
tools. If you want to add the $JAVA HOVE/ bi n directory to the environment
variable $PATH, please place the directory in the beginning of the $PATH
variable. From our experience in Win32 platform, if we do not place

$JAVA HOVE/ bi n in the beginning of $PATH variable, some bugs in XALAN
library will be hit.

Also, if J2SDK version 1.4.x is used, the built-in XALAN library should be
patched. For details of the patch, please see the instruction in Section 5.5.

2.2. Ant

If you want to rebuild MSH from its source code, you will need Jakarta Ant.
You can download and find more information about Jakarta Ant at
http://jakarta.apache.org/ant/.

We are using Jakarta Ant version 1.5 for development. For your convenience,
please make sure that SANT _HOVE/ bi n directory is added to the
environment variable $PATH, so that Ant can be invoked in other directories.

2.3. Database

The MSH needs a database to store the status of communication, to support
resilience, reliable messaging, message tracking, etc.

We followed SQL92 standard when designing the MSH database tables. So,
We basically support all RDBMS, as long as their JDBC drivers are available.
We used PostgreSQL for our development.
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In our distribution, we bundled three JDBC drivers: PostgreSQL and MySQL
and HSQLDB. PostgreSQL is a full feature database server. MySQL is a fast
and powerful database server. HSQLDB is a file-based, single user database.

2.3.1. PostgreSQL, MySQL or other database server

If PostgreSQL, MySQL or other database server is used, it should be properly
setup first. Please refer to the manual of the corresponding database server
for details of installing and configuring. For convenience, please turn on
network mode (in particular, TCP/IP) for accessing the database remotely,
even if your database server and MSH are going to be deployed in the same
computer.

After installation, a database for MSH should be created manually. We
recommend naming the database as “nsh”. Also, a user with password
should be created manually. The database user should be granted
permissions to create and drop tables, read and write tables in database
“‘msh”, as the MSH will create the necessary tables automatically upon the first
time start up.

Since the database schema in this version may not be compatible with the
older version, so we recommend dropping all tables in the old database
manually before installing the current version. If you need to retain old data,
please use update SQL in our source code distribution to patch the old
database.

2.3.2. HSQLDB

If HSQLDB is used, there is no installation work needed. Since it is a file-
based database, data is stored into one or more files in the file system.

The JDBC URL of HSQLDB is as follows:

j dbc: hsql db: / pat h/ dat abasenane

In this example, the data will be stored into files in the directory “pat h”.
Please note that the directory “pat h” be created first manually. Those files will
be prefixed by “dat abasenane”, and they will be created on-the-fly
automatically. For JDBC access to HSQLDB, the user “sa” with empty
password will be used.

Since the database schema in this version is not compatible with the older
version, so we recommend deleting the old database files manually before
installing the current version.
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2.4. Application Server
The core part of our MSH is a servlet. Therefore, it runs on a servlet container.

We developed and tested the MSH under Jakarta Tomcat 4.0.x, which is a
reference implementation of Java Servlet specification. Therefore, we believe
that our MSH can be run on other application servers that support the Java
Servlet specification.

We have also tested to deploy our MSH successfully on BEA WebLogic
Server, JBoss, Macromedia JRun, Sun ONE Web Server. More application
servers will be tested in the future.

The binary code of our MSH will be packaged into a web archive file (or WAR
file). This is a standard way to deploy servlets to application servers. The
installation and deployment instructions for different application servers differ.
So, we are not going to cover this in details here. However, sometimes, some
patches should be applied to avoid bugs in the application servers. Please
refer to Chapter 5 for the tricks we have tested.

Note that we recommend to deploy the MSH on the application with / nsh/ as
the context path. In other words, we target to access the MSH application
server with the following URL:

htt p://<host. nane>: <port >/ nsh/

The default port to use for Tomcat is 8080. You may want to change the port
number as well as the context path, but please note that you may have to
change the source code of the sample applications in order to run the test.
Please refer to Chapter 7 for testing issues.

2.5. Mail Server

Our MSH supports to use SMTP as the underlying transport protocol
optionally. In our implementation, we rely on a standard SMTP based mail
server to handle the SMTP protocol details.

In other words, whenever our MSH needs to send out messages using SMTP
protocol, it will make use of a SMTP based mail server as the outgoing mail
server. We supports SMTP authentication optionally.

And the MSH will assume its incoming messages via SMTP protocol to be
handled and stored by the SMTP based mail server. Periodically, the MSH will
query the mail server using POP3 or IMAP protocol to get those incoming
messages for further processing.

Therefore, the choice of mail servers is arbitrary, as long as it supports SMTP,
as well as POP3 or IMAP. We used Qmail for our development.
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3. Getting Source Code

If you want to build the deployment file from source code, you can follow the
instructions in this and the next chapters. Or, if you want to deploy the pre-
compiled binary file from the binary distribution, you can jump directly to the
Chapter 5.

We use SourceForge.net’s CVS repository to control the versions of our
source code. Currently the project only contains one module: ebxmlms. The
CVS repository can be checked out through anonymous (pserver) CVS. To
access the CVS server, you may make use of command line program cvs or a
GUI program likes WinCVS.

3.1. Getting release files

You can download release files of the ebxmlms project from the SourceForge
web site or freebXML.org. Just go to the following URLs and download the
most updated release file packages.

http://sourceforge.net/projects/ebxmims/
http://www.freebxml.org/download.htm

3.2. Getting most updated files
3.2.1. Command Line
You can follow the instructions in SourceForge here:

http://sourceforge.net/cvs/?group id=56612

Briefly, to login to the CVS server, please type (in one line with no spaces
between):

cvs -d: pserver:anonynous@vs. ebxm ns. sour cef or ge. net
:/cvsroot/ebxm nms | ogin

When prompted for a password for anonymous, simply press the Enter key.

To check out the code from the CVS server, please type (in one line with no
spaces between):

cvs -z3 -d:pserver:anonynous@vs. ebxm ns. sour cef or ge. net
-/ cvsroot/ebxm ns co ebxm ns
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3.2.2. WinCVS

You should configure WinCVS with the following CVSROOT:
anonynous@vs. ebxm ns. sour cef orge. net:/cvsroot/ ebxm ns
Please also choose Authentication as “ passwd” file on the server’.

Then, login the server by choosing “Adm n / Logi n. . .”. When prompted
for a password for anonymous, simply press OK.

To check out the code from the CVS server, choose “Checkout
nodul e. .. ” and enter “ebxn ns” as the module name.
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4. Building

Building of the MSH project requires Jakarta Ant. Using Ant is extremely easy.
All you need to do is to change into the module directory you checked out in
Chapter 3, and type:

ant <target>

Different targets can be used to execute different actions. The meaning of the
targets is listed below.

Target Meaning

conpi |l e To compile the source.

bui |l d To package a JAR file from the compiled classes.

di st To make a ZIP file for binary distribution. The ZIP file is just

the same as the binary distribution that we are releasing. It is
ready for distribution and installation. It contains a WAR file,
which is for deployment of MSH to the application server.
doc To make JavaDoc from the source.

cl ean To clean up all intermediate and resultant files generated by
the above targets.
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5. Deployment to application server

5.1. Deployment based on source code

You should compile the source code by following the instructions in the last
chapter. In particular you need to build a distribution package by running the
following target:

ant di st

You should be able to create a ZIP package in the di st subdirectory. The
package structure will be exactly the same as the pre-compiled (binary)
package released by us. You can then follow the instructions in the next
section to deploy the binary files.

5.2. Deployment based on distribution package

Firstly you should extract the distribution package. Within the package, you
can find a web application archive file:

nsh. war

This is the file packaged in standard format according to the servlet
specification. And this file is ready to be deployed to the application server.
You should follow the manual of the chosen application server for the
instructions to deploy a new servlet application. For Tomcat, you can do so by
just copying the WAR file to

<t ontat _hone>/ webapps

and then restart Tomcat.

5.3. Configuration file

You need to edit and install the configuration file in order to make MSH server
to work properly. The file is named as

nmsh. properties. xm

The file is XML based and human readable. The fields and their meanings in
the configuration file can be found in Appendix A. Please set the values
carefully, one by one. Our experience shows that over 90% of the installation
problems are due to mis-configuration in the property file.
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Our MSH will search for the configuration file in four locations in a searching
sequence as follows:

1. First, MSH will looks for a system property that supposed to point to a
directory, called pr op. hone. If the variable is defined, MSH will look
for the property file in that directory.

2. Secondly, MSH will look for the property file in $CLASSPATH of the
application server. You can place the configuration file in a specific
directory and then add that directory to the $CLASSPATH in the
configuration of the application server.

3. Thirdly, MSH will search for the configuration file in the current
directory. For application server, usually it is the directory where you
issue the start up command of the application server, or the installation
directory of the application server.

4. Finally, if the configuration file cannot be found in the current directory,
our MSH will search for the configuration file in the $HOVE directory of
the current user.

If you deploy from compiled source, the file can be found in conf sub-
directory of the module directory. If you deploy from distribution package, the
file can be found in conf sub-directory of the extracted package. You should
copy the file to one of the four locations mentioned above, and edit the file
according to your preferred configuration.

5.4. Generate password file for authentication

Optionally, a password file can be specified at MSH application server to
facilitate authentication. To create and maintain the password file, type:

java —cp /path/to/ nmsh.jar
hk. hku. ceci d. phoeni x. cormon. uti | . PassTool add

You can input the location of the password file, user name and password to
add a record in the password file. A password file can contain multiple records.
Simply run the above command multiple times to append to the file.

This file generated will be specified in the property named

VBH Confi g/ Aut henti cati onFi | e in the property file of the MSH
application server. And in the client side, the user name and password will be
specified in the property file of the MSH client. You can suppress the
authentication feature by removing the

VBH Confi g/ Aut hent i cati onFi | e property in the property file of the
MSH application server.

5.5. Other database JDBC drivers
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We bundled three JDBC drivers: PostgreSQL, MySQL and HSQLDB. If you
plan to use other database server other than those three brands, you need to
manually add the JDBC driver to the application server.

Generally, you should add the JAR file of the JDBC driver to the $CLASSPATH
of the application server. And you need to specify the class name and the
JDBC URL of the driver in the configuration file of the MSH application server.
Our MSH will dynamically load the driver in run time.

For Tomcat, you can add the JAR file of the JDBC driver to
$CATALI NA HOVE/ common/ | i b.

5.4. Patches

5.4.1. J2SDK

J2SDK 1.4.x bundles with an XML library XALAN. However, the version of
XALAN bundled is not up-to-dated. And it doesn’t go well with the XML
security library we are using. So if J2SDK version 1.4.x is used, you should
patch the J2SDK with the correct version of XALAN. To do so, you should
make a new directory:

$JAVA HOVE/ jrel/li bl endorsed
Then, copy the file xal an. j ar to $JAVA HOVE/ jre/ | i b/ endor sed.

You can find the file from the | i b sub-directory of the source code directory
tree, or you can get the file by extracting msh.war by the command:

jar xf nsh. war

5.4.2. Tomcat version 4.0.3

Due to some unknown problem, JAXM library does not go well with Tomcat if
the JAR files of the library are placed in the individual deployment directory of
the web application module. So, if Tomcat version 4.0.3 is used, you should
copy both the files:

j axmapi.jar
saaj -api.jar

from the | i b sub-directory of the source code directory tree, to
$CATALI NA HOVE/ common/ | i b.

You can find the files from the | i b sub-directory of the source code directory
tree, or you can get the files by extracting msh.war by the command:
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jar xf nsh. war

5.4.3. Tomcat version 4.0.4, 4.0.5 or 4.0.6

Due to some unknown problem, XALAN library does not go well with Tomcat
if the JAR file of the library are placed in the individual deployment directory of
the web application module. So, if Tomcat version 4.0.4 or 4.0.5 is used, you
should copy the file:

xal an. j ar
from the | i b sub-directory of the module directory, to
$CATALI NA HOVE/ common/ | i b.

You can find the file from the | i b sub-directory of the source code directory
tree, or you can get the file by extracting msh.war by the command:

jar xf nmsh.war
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6. Administrating Hermes
We have developed several tools for managing and administrating Hermes.

6.1. Halt / Resume

We support halting and resuming the service of Hermes without
starting/stopping the application server. This might be useful when you want
to pause the operation of the MSH while do not want to affect other
applications deployed on the same application server.

The Halt / Resume function is provided through an API. The call is made on
the MSH Stub object (i.e. Request object). Please refer to the development
guide for the architecture of Hermes and refer to the JavaDoc of the source
code of Hermes for the API.

We might wrap up this function as a standalone tool in later releases.

6.2. Backup / Restore

We support backup and restore of the database data and file repository of
Hermes. This is useful for protecting your data.

The Backup / Restore function is provided through an API. The call is made
on the MSH Stub object (i.e. Request object). Please refer to the development
guide for the architecture of Hermes and refer to the JavaDoc of the source
code of Hermes for the API. The backup function will save the backup of the
MSH system to a file specified in the MSH configuration file. By the same
token the restore function will restore the backup image located in the file
specified in the MSH configuration file. Please refer to Appendix A for the
configuration.

We might wrap up this function as a standalone tool in later releases.

6.3. Archive

We support archiving of the database data and file repository of Hermes. This
is useful for saving your data for offline analysis and for cutting down the size
of the repository.

The Archive function is provided through an API. The call is made on the MSH
Stub object (i.e. Request object). Please refer to the development guide for
the architecture of Hermes and refer to the JavaDoc of the source code of
Hermes for the API. The archive function will save the data of the MSH
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system to the directory specified in the MSH configuration file. Please refer to
Appendix A for the configuration.

We might wrap up this function as a standalone tool in later releases.

6.4. Diagnosis Dump

We support a function for the administrator to dump all the states of the MSH
out. This will be useful when something wrong happened, and the dump may
help to trace the problem.

The diagnosis dump function is provided as a command line utility. The script
to invoke the utility can be found at the diagnosis directory in the binary
distribution package. You have to modify the diagnosis.properties.xml file to
configure the behavior of the dump. The meaning of individual property inside
the configuration file can be found in Appendix B.

To invoke the utility, please run inside the diagnosis directory:

./Irun.sh <path/to/diagnosis. properties.xmn >

or

run. bat <path/to/diagnosis. properties.xm >

Alternatively you can run the script without passing the path to the properties
file. The utility will try to locate the property file in the current directory.
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7. Client applications setup

Our MSH architecture allows client applications to be installed on a separate
machine besides the machine running the application server. For more details
about our architecture, please refer to our Development Guide.

This implies, in order for the client applications to connect to the MSH
application server, some more setup should be done on the machine running
the client applications. If you plan to install both your client application and the
MSH application server on the same machine, you can skip some steps in this
chapter that already done in previous chapter.

7.1. Files and libraries

Some files should be installed to the client application machine. We assume
you should start with the distribution package. If you are compiling from the
source, you can run

ant di st

to create the distribution package. Then, you should follow the below
instructions to install necessary files on the client application machine.

1. Unzip the file nsh. zi p to a temporary directory.

2. On the client application machine, create a directory, we recommend to
nameitas nsh _client.

3. Copylib/*.jar tonsh _client/|ib. These libraries are used to link to
the client applications.

4. Copy sanpl e/ * tonsh_client/sanpl e. These are sample client
applications.

7.2. Configuration file

The MSH stub will refer to a configuration file for parameters. You need to edit
and install the configuration file in order to make client application to work
properly. The file is named as

nmsh_client. properties.xn
The file is XML based and human readable. The fields and their meanings in

the configuration file can be found in Appendix A. The MSH stub will search
for the configuration file in four locations in a searching sequence as follows:
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1. First, MSH stub will looks for a system property that supposed to point
to a directory, called pr op. hone. If the variable is defined, MSH stub
will look for the property file in that directory.

2. Secondly, MSH stub will look for the property file in $CLASSPATH of the
current Java process. You can place the configuration file in a specific
directory and then add that directory to the $CLASSPATH environment
variable before starting the client application.

3. Thirdly, MSH will search for the configuration file in the current
directory.

4. Finally, if the configuration file cannot be found in the current directory,
our MSH will search for the configuration file in the $HOVE directory of
the current user.

The file can be found in the conf subdirectory of the temporary directory that
you created in the previous section. You should just copy it to the appropriate
directory as described above and edit the file according to your preferred
configuration.

7.3. Patches

7.3.1. J2SDK

J2SDK 1.4.x bundles with an XML library XALAN. However, the version of
XALAN bundled is not up-to-dated. And it doesn’t go well with the XML
security library we are using. So if J2SDK version 1.4.x is used, you should
patch the J2SDK with the correct version of XALAN. To do so, you should
make a new directory:

$JAVA HOVE/ jrel/lib/endorsed
Then, copy the file xal an. j ar to $JAVA HOVE/ jre/ | i b/ endor sed.

You can find the file from the | i b sub-directory of the source code directory
tree, or you can get the file by extracting msh.war by the command:

jar xf msh. war
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8. Test drive

You can test your installation by executing the following steps:

1.

Start your application server that hosting the MSH

2. On the client machine, goto nsh_cl i ent/ sanpl e. Run

RunLoopBack. bat (for Windows) or RunLoopBack. sh (for Unix) to run
a loop back test. If you have modified the port number or context path of
your application server, you will have to modify line 27 of LoopBack. | ava
to point to the correct URL.

On the client machine, goto nsh_cl i ent/ sanpl e. Run

RunMoni t or. bat (for Windows) or RunMoni t or . sh (for Unix) to start a
GUI for sending messages. You should modify the “To MSH URL” to point
to the target peer for sending/receiving. The default setting runs a loop
back test. Similar to step 2, you may have to modify the port number or
context path in “To MSH URL”. Optionally, the default setting can be
overwritten by the settings set by a properties file called

nmoni t or. properties.xm . To use the file, you need to copy the file
from the conf subdirectory to nsh_cl i ent / sanpl e and modify the file
to suit your environment.

Note: You should have $JAVA HOVE/ bi n added to the $PATH environment
variable in order to run the tests successfully.
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Appendix A. Fields in Properties Files

A.1. msh.properties.xml

This properties file is used by the MSH server:

Field

Description

MSH Log/ UselLogger

The logging parameter for the servlet.
Choose whether Log4J or JDK logging
package is used for logging. Valid values are
“‘LOG4J” and “JDK”.

VMSH Log/ LogPat h

The logging parameter for the servlet. The
directory for storing the log file.

VMSH Log/ LogFi |l e

The logging parameter for the servlet. The
log file name.

MSH Log/ LogLevel

The logging parameter for the servlet. The
log level of the logger. Valid values range
from O to 4. “0” means most log, and “4”
means no log.

VSH Log/ MaxFi | eSi ze

The maximum log file size in bytes. If the
maximum size is reached, a new log file will
be created and the logger will “roll over” to
use the new log file. If this property is
missing, or the value is smaller than 0, the
roll over is disabled.

VBH Confi g/ URL

The URL for the external systems to locate
the MSH application server. You should fill in
the host name, port number and context path
of the MSH application server.

VMSH Confi g
[/ Aut henti cationFil e

A password file storing the user name and
password for authentication. If this property
is missing, no authentication will be done on
MSH application server.

/ Augrent edEr r or Messa
ge

MSH Confi g Optional property controlling whether a
/'Posi tiveAcknow edgm | positive acknowledgment message will be
ent generated if MSH successfully sends a

message.

MSH Confi g Optional property controlling whether an

error message being sent back to the sender
application is augmented with the original
message as a MIME payload attachment.

MsH Confi g
/ Cont ent Tr ansf er Enco
di ng

Optional property controlling the content
transfer encoding of the payloads while
sending out messages in HTTP

VMSH Pr oxy/ Host

The host name of HTTP proxy server for
sending out messages to another MSH
through HTTP. If you can connect to Internet

Center for E-commerce Infrastructure Development

The University of Hong Kong

May 2003

Page 19



Hermes Message Service Handler - Installation Guide

Version 0.9.3.1

without using proxy server, this field should
be commented.

VSH Pr oxy/ Port

The port number of HTTP proxy server for
sending out messages to another MSH
through HTTP. If you can connect to Internet
without using proxy server, this field should
be commented.

MBH Mai | / SMTP/ Host

The host name of the SMTP server for
sending out messages to another MSH
through SMTP.

MSH Mai | / SMTP/ User

The user name to connect to the SMTP
server. Use only for SMTP authentication. If
missing, ordinary SMTP without
authentication is assumed.

MSH Mai | / SMIP/ Passwor d

The password to connect to the SMTP
server. Use only for SMTP authentication. If
missing, ordinary SMTP without
authentication is assumed.

VSH Mai | / Debug

Controls whether debug message will be
output for mail protocol handling or not.

MBSH Mai | / Pol | / Pr ot ocol

The protocol used by MSH server to connect
to the mail server for incoming messages. If
you do not need to support SMTP protocol
for incoming messages, this field should be
commented.

MSH Mai | / Pol | / Host

The host name used by MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
field should be commented.

VBH Mai | / Pol | / Por t

The port number used by MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
field should be commented.

VBH Mai | / Pol | / Fol der

The folder name on the mail server for
retrieving messages, used by MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
field should be commented.

MSH Mai | / Pol | / User

The user name used by MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
field should be commented.

VBH Mai | / Pol | / Passwor d

The password used by MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
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field should be commented.

MSH Mai | / Pol |
/ Moni t or I nt er val

The time interval for the MSH server to
connect to the mail server for incoming
messages. If you do not need to support
SMTP protocol for incoming messages, this
field should be commented.

VBH Mai | / Pol |
/ For ceChangeSubType

A boolean value to instruct MSH whether to
rebuild the content type of the incoming
MIME message. This is useful when some
mail servers mistakenly change the MIME
message content type upon receiving the
message.

MSH/ Mai | / SM ME
/ Encrypti on/ KeySt ore
/ Pat h

RESERVED. For future S/IMIME
development.

MBH Mai | / SM ME
/ Encrypti on/ KeySt ore
IFile

RESERVED. For future S/IMIME
development.

MBH Mai | / SM MVE
/ Encrypti on/ KeyStore
/ Passwor d

RESERVED. For future SIMIME
development.

VBH Mai | / SM ME
/ Decryption/ KeyStore
/ Pat h

RESERVED. For future SIMIME
development.

MSH Mai | / SM ME
[ Decryption/ KeyStore
IFile

RESERVED. For future S/IMIME
development.

MBH Mai | / SM MVE
/ Decryption/ KeyStore
I Al'i as

RESERVED. For future S/IMIME
development.

MBH Mai | / SM ME
/ Decryption/ KeyStore
/ Passwor d

RESERVED. For future S/IMIME
development.

MsH Di gi t al Si gnature
/ Trust edAnchor
/ Key St or e/ Pat h

The directory holding the keystore that
holding trusted certificates. This is used for
referencing a keystore for trust anchor and
certificate path verification.

MsH Di gi tal Si gnature
/ Trust edAnchor
/ KeyStore/File

The file name of the keystore that holding
trusted certificates. This is used for
referencing a keystore for trust anchor and
certificate path verification.

MsH Di gi tal Si gnature
/ Trust edAnchor
/ Key St or e/ Passwor d

The password of the keystore that holding
trusted certificates. This is used for
referencing a keystore for trust anchor and
certificate path verification.

VMsH Di gi tal Si gnature
/ AckSi gn/ KeySt or e
/ Pat h

The directory holding the keystore for signing
acknowledgments.

MsH Di gi tal Si gnature
/ AckSi gn/ KeySt or e
IFile

The file name of the keystore for signing
acknowledgments.

MSH Di gi t al Si gnature

The signing algorithm used for signing
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/ AckSi gn/ KeySt or e
[ Al gorithm

acknowledgments. If not specified, “dsa-
sha1” is assumed. Currently only the values
“‘dsa-sha1” or “rsa-sha1” are valid.

MsH Di gi t al Si gnature
[ AckSi gn/ KeySt or e
[ Al'i as

The alias of the key used for signing
acknowledgments.

MsH Di gi t al Si gnature
/ AckSi gn/ KeySt or e
/ Passwor d

The password of the keystore for signing
acknowledgments.

MSH Per si st ent
| Dat abase/ Dri ver

The JDBC driver class name used for
connecting to the database.

MSH Per si st ent
| Dat abase/ User

The user to connect to the database.

MSH/ Per si st ent
/ Dat abase/ Passwor d

The password to connect to the database.

MSH/ Per si st ent
| Dat abase/ URL

The JDBC URL to connect to the database.

MSH/ Per si st ent
/ Dat abase
[/ Transacti onl sol ati o
nLevel

The transaction isolation level of database.
Valid settings are “READ_COMMITTED?”,
“‘READ_UNCOMMITTED?,
“‘REPEATABLE_READ” and
“SERIALIZABLE”.

MBH Per si st ent
| Dat abase
/1 nitial Connecti ons

The initial pool size of the database pool.

MBH Per si st ent
| Dat abase
/ MaxConnecti ons

The maximum pool size of the database
pool.

MSH Per si st ent

The maximum waiting time for MSH to wait

[/ Maxi mum dl e

/ Dat abase for an available database connection.
[ Maxi numAai t
MBH/ Per si st ent The maximum time that a database
/ Dat abase connection can be idled. The MSH would

reconnect the database connection that has
been idled more than the specified period.

MSH Per si st ent
/| MessageRepository

The repository directory for storing ebXML
messages persistently for tracking and
resilience.

MBH Per si st ent
| Dat abase/ MaxWai t

The maximum period of time in milliseconds
for MSH to wait for an available database
connection from the connection pool.

MBH Per si st ent
| MaxFi | es

The maximum number of files to be stored in
a single sub-directory in the repository
directory.

MSH/ Per si st ent
/ BackupFi | e

The file name to place the backup file when a
MSH backup command is issued.

MSH/ Per si st ent
/ Archi veDi rectory

The directory name where the archived data
are placed when a MSH archive command is
issued.

MSH Messageli st ener
[ Trust edRepository

A semi-colon delimited string containing the
path that the MSH application server can
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save the received messages.

MSH Messageli st ener
[ Cbj ect Store

The repository directory for storing the state
of the MSH server. The MSH server can
restore its last state by loading these objects.

A.2. msh_client.properties.xml

This properties file is used by the MSH stub:

Field

Description

Request/ Log/ UseLogger

The logging parameter for the MSH Stub.
Choose whether Log4J or JDK logging
package is used for logging. Valid values are
“LOG4J” and “JDK”.

Request/ Log/ LogPat h

The logging parameter for the MSH Stub.
The directory for storing the log file.

Request/ Log/ LogFi |l e

The logging parameter for the MSH Stub.
The log file name.

Request/ Log/ LogLevel

The logging parameter for the MSH Stub.
The log level of the logger. Valid values
range from 0 to 4. “0” means most log, and
“4” means no log.

Request/ Log
| MaxFi | eSi ze

The maximum log file size in bytes. If the
maximum size is reached, a new log file will
be created and the logger will “roll over” to
use the new log file. If this property is
missing, or the value is smaller than 0O, the
roll over is disabled.

Request / Confi g/ URL

The URL for the client applications to locate

MSH application server. You should fill in the
host name, port number and context path of

the MSH application server.

Request/ Config
/ Moni torl nterval

The time interval for the client applications to
connect to MSH server at Tomcat for
downloading new messages.

Request/ Confi g
/ User Nanme

The user name to attach to every command
message sending to the MSH server for
authentication.

Request/ Confi g
/ Passwor d

The password to attach to every command
message sending to the MSH server for
authentication.

Request/ Confi g
/ MaxNurPayl oad

Optional parameter controlling the maximum
number of payload allowed. If not specified,
no bound on maximum is assumed.

Request/ Confi g
[ MaxPayl| oadSi ze

Optional parameter controlling the maximum
size of payload allowed in bytes. If not
specified, no bound on maximum is
assumed.
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Request / Pr oxy/ Host

The host name of HTTP proxy server for
sending out commands/messages to the
MSH server. If you can connect to the MSH
server without using proxy server, this field
should be commented.

Request / Pr oxy/ Port

The port number of HTTP proxy server for
sending out commands/messages to the
MSH server. If you can connect to the MSH
server without using proxy server, this field
should be commented.

Request
/ Messageli st ener
/| MessageReposi tory

The temporary directory at client application
side for storing messages. The MSH can be
configured to forward all received messages
directly to the machine running client
applications, this is the directory to store the
forwarded messages.

A.3. monitor.properties.xml

This properties file is used by the Monitor application:

Field

Description

Request/ Moni t or
/ Def aul t Confi g
/ ToMSHURL

The default configuration parameters for the
sample application: MSH Monitor. This
represents the To MSH URL field.

Request / Moni t or
/ Def aul t Confi g/ CPAI D

The default configuration parameters for the
sample application: MSH Monitor. This
represents the CPA ID field.

Request/ Moni t or
/ Def aul t Confi g
/ ConversationlD

The default configuration parameters for the
sample application: MSH Monitor. This
represents the Conversation ID field.

Request / Moni t or
/ Def aul t Confi g
/ Servi ce

The default configuration parameters for the
sample application: MSH Monitor. This
represents the Service field.

Request / Moni t or
/ Def aul t Confi g
[ Action

The default configuration parameters for the
sample application: MSH Monitor. This
represents the Action field.
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Appendix B. Fields in diagnosis.properties.xml

Field

Description

Di aghosi s/ Destinati on

The destination directory where the dump
report will be written to.

Di agnosi s/ MshConfi gFi |l e

The full path of the configuration file of the
MSH server to be dumped.

Di agnosi s/ Copy/ ToDi r

There can be multiple Copy elements. For
each Copy element, there should be only one
ToDir element, which points to the destination
directory of the copy action.

Di agnosi s/ Copy/ Pat h

The files to be copied to the directory specified
by the ToDir element in the same Copy
element. Wildcard is supported. There can be
multiple Path elements in the same Copy
element.

Di agnosis/Criteria
/ Ti mePeri od
/StartTime

Optionally, time period can be used to specify
partial data to be dumped. This is the starting
time of the time period specified.

Di agnosis/Criteria
[ Ti mePer i od/ EndTi ne

Optionally, time period can be used to specify
partial data to be dumped. This is the ending
time of the time period specified.

Di aghosi s/ Criteria
/ AppCont ext / Cpal d

Optionally, the dump can be made upon
specific application context. This is the CPA ID
of the application context specified.

Di agnosis/Criteria
/ AppCont ext
/ Conversationld

Optionally, the dump can be made upon
specific application context. This is the
Conversation ID of the application context
specified.

Di agnosis/Criteria
/ AppCont ext / Servi ce

Optionally, the dump can be made upon
specific application context. This is the Service
of the application context specified.

Di agnosis/Criteria
/ AppCont ext/ Acti on

Optionally, the dump can be made upon
specific application context. This is the Action
of the application context specified.
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Appendix C. Error Codes

Code Description

10001 Initialization error

10002 Unknown error

10003 Property not properly set

10004 Data error

10005 State error

10006 File 10 error

10007 File not found

10008 HTTP POST request failed

10009 Serviet 1O error

10010 Authentication failed

10011 Registration failed

10012 Unknown application context
10013 Error reading/writing ZIP stream
10101 Invalid SMTP server

10102 Cannot compose mail message
10103 Cannot send mail message

10104 Invalid POP/IMAP folder

10105 Invalid POP/IMAP server

10201 Invalid keytore

10202 Cannot encrypt message

10203 Cannot decrypt message

10204 Cannot sign message

10205 Verification of signature failed
10301 Cannot close DB connection

10302 Invalid parameter

10303 Cannot get DB connection

10304 DB connection are freed more than allocated
10305 Cannot load JDBC driver

10306 Cannot create DB connection
10307 Existing DB schema incorrect
10308 Data inconsistency

10309 Cannot create DB table

10310 Cannot query record from DB
10311 Cannot write record to DB

10312 Database backup error

10313 Database restore error

10314 Cannot commit DB changes

10315 Cannot rollback DB changes

10316 Cannot find message in DB

10401 Cannot unlock a non-existent object
10402 Cannot rollback

10501 Default MessageFactory cannot be instantiated
10502 Cannot serialize SOAP message
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10503 Cannot internalize SOAP object

10504 Cannot save change to SOAP message

10505 Cannot send SOAP message

10506 Cannot initialize SOAP connection

10507 Invalid HTTP SOAP connection

10508 Cannot create SOAP object

10509 Cannot process SOAP message
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